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This is a decision on appeal fromthe final rejection of

claims 1-12, all of the pending clains.
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The invention is directed to a nmethod and apparatus for
controlling server access to a resource in a client/server
system More particularly, the invention is directed to the
probl em of “untrusted” servers which present a security risk
since the host system cannot assune that they have not
mani pul ated a client’s identity and are not accessing a
resource on their own behalf while purporting to act on behal f
of a client. Access rights of these servers acting as
principals are specified by the instant invention by allow ng
such servers to access only those host resources that the
servers thensel ves can access as principals, even when the
servers purport to be acting on behalf of a client that has
access to those resources. Since untrusted servers access
rights are limted, untrusted servers are allowed to coexi st
on a host systemtogether with trusted servers.

Representati ve i ndependent claim1l is reproduced as
fol |l ows:

1. In aclient/server systemin which a server executing
on a host system perforns application services for a client
t hat involve accessing a host resource, said client and said
server each having i ndependently specified access rights to

sai d host resource, a nmethod of controlling server access to
sai d host resource conprising the steps of:
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upon receiving a request froma client for a service from
a server, creating a client security context for said client,
said client security context indicating whether said client is
an authenticated client that is authenticated to said host
system or an unauthenticated client that is not authenticated
to said host system

upon receiving a request for a specified access to a host
resource froma server purporting to act on behalf of a
client:

determ ning whether said client is allowed said access to
sai d resource;

determ ning whether said client is an authenticated
client or an unauthenticated client;

if said client is an authenticated client, granting said
access to said host resource if said client is allowed said
access to said host resource; and

if said client is an unauthenticated client, determning
whet her said server is allowed said access to said resource
i ndependently of said client and granting said access to said
host resource if both said client and said server are
i ndependently all owed said access to said host resource,
ot herwi se, refusing said access to said host resource.

The exam ner relies on the follow ng references:

Baker et al. (Baker) 5,678, 041 Cct. 14, 1997
[filed Aug. 25, 1995]
Teper et al. (Teper) 5, 815, 665 Sep. 29, 1998

[filed Apr. 03, 1996]
Clainms 1-12 stand rejected under 35 U S.C. 103 as
unpat ent abl e over Baker in view of Teper.
Reference is made to the brief and answer for the

respective positions of appellants and the exam ner.
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OPI NI ON

At the outset, we note that, in accordance with
appel l ants’ grouping of the clains, at page 4 of the brief,
and | ack of separate argunents directed to the patentability

of separate clains, clains 1-12 will stand or fall together.

It is the exam ner’s position that Baker discloses the
cl ai med subject matter but for the clainmed “creating a client
security context for said client” upon receiving a request
froma client for a service froma server. The exam ner
relies on Teper for a teaching of creating this “client

security context,” pointing to various portions of Teper,

i ncluding the abstract, Figures 1-3, colum 3, lines 5-53,
colum 7, lines 30-65, colum 9, line 25 through colum 10,
line 29, colum 10, line 44 through colum 11, |line 33, and
colum 20, lines 6-48.

The exam ner then concludes that it woul d have been
obvious to incorporate the teachings of Teper for creating a
client security context for each client with the nethod of
Baker for controlling server access to the host resource

because “it woul d decrease the client overhead and i ncrease
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the security in order to helps [sic] server systemto verify
that the user is valid user [sic] and hel ps user [sic] to
verify that the service received fromthe server is valid
service” [answer-page 6].

We reverse as the examner has failed to establish a

prima facie case of obviousness with regard to the instant

cl ai mred subject matter.
Each of the independent clains requires that the client
and the server each has “independently specified access

rights.”

Thus, taking claim 1l as an exanple, a client is determned to
be authenticated or unauthenticated when the client requests
service froma server. Wen a server requests service on
behalf of a client, it is determ ned whether that client is

al l oned access to the resource and it is determ ned whet her
that client is an authenticated or unauthenticated client.
Based on the results, access is granted to the resource if the
client is authenticated AND is all owed access to that

resource. |If the client is unauthenticated, a determ nation
is made of whether the server is allowed access to the

resource independently of the client. Access is granted to
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the resource if both the client and the server are
i ndependently allowed the access to the resource. |[If not,
access to the resource is denied.

Thus, access to a resource is granted only if both the
client and the server are independently allowed access to the
resour ce.

W do not find this limtation taught or suggested by the
applied references. The exam ner contends ot herw se, stating
t hat Baker’'s proxy server 112 has independently specified
rights to the host resources 101-105. The exam ner quot es,
“...retrieves rating and rational information fromresource

categorization information listing 300, and provi des a nmanager

with a page that facilitates editing of the rating,” citing
Figure 6 and colum 7, lines 40-43, and concluding that this
“inplies that the server having independently specified access
rights (user clearance and resource rating) to the host
resource (network resource)” [answer-pages 10-11].

We are at a |l oss to understand how the exam ner is
interpreting Baker to arrive at the clained [imtation of the
i ndependently all owed access to the resource by the client and

the server. Rather, we agree with appellants that Baker’s
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clients 107-109 and proxy server 112 do not have independently
specified access rights to the host resources because Baker’s
network is a public network which presunes access rights.
Ther ef ore, Baker does not teach determ ning the access rights
of a server to a host resource independently of a client for
which it is acting, nor does it teach conditioning client
access to that resource based upon the conbi ned access rights
of the client and server, depending on the authenticated
status of the client.

Moreover, we agree with appellants that it is the
untrustworthiness of the server that is at issue in
appel lants’ invention. Therefore, it would be absurd, in the
instant clainmed invention, for the server to be performng the
aut henti cati ng and access control steps, as it apparently does

in Baker. As stated

by appel lants, at page 9 of the brief, the better anal ogy
would be if the internet sites 101-105 in Baker determ ned the
aut henticated status of the users 107-109 and granted access
to unaut henticated users only if the proxy server 12 were al so
aut hori zed to access the Internet resources. But, since Baker

does not operate in this nanner because the network therein is
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public, there is no teaching of the instant clainmed subject
matter nor is there any suggestion in Baker that the proxy
server in Baker presents any security problem Rather, Baker
is interested in restricting access to certain sites by
particul ar users and the determ nati on of whether those users
are authenticated and able to gain access to the sites is nade
before forwarding any request froma client to a server. The
determ nation is not nade “upon receiving a request...froma

server,” as cl ai ned.

Teper clearly does not provide for this deficiency in
Baker and the exam ner does not rely on Teper for this
feature. Since the conbination of references does not reach
the clained limtation regarding the i ndependently specified
access rights of the client and the server, we do not reach
t he question of whether Teper provides a proper teaching of

the creating of “a client security context” for conbining with

Baker .

The exam ner’s decision rejecting clains 1-12 under

35 U S.C. 103 is reversed.

REVERSED
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