O© 00N O O & W N

NNORNNRNRNOMNNODNNONNONNRERRRERRRRR R B
O ~NOoOU R WNEOOO®OWMNOOUMAWDNLERO

W W W W N
w N O ©

The opinion in support of the decision being entered today was not written for publication
and is not binding precedent of the Board

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE BOARD OF PATENT APPEALS
AND INTERFERENCES

Ex parte SURFCONTROL, INC.

Appeal No. 2006-1084
Reexamination Control Number 90/006,334
Patent No. 6,219,786 B1
Technology Center 2100

On Brief
Decided: February 27, 2007

Before LEE E. BARRETT, JAMESON LEE and JAMES T. MOORE,
Administrative Patent Judges.

LEE, Administrative Patent Judge.

DECISION ON APPEAL
A.  Statement of the Case
This is a decision on appeal by the Patent Owner under 35 U.S.C.
8 134(b) and § 306 from the Examiner’s Final Rejection of the Claims 1-18
in Patent No. 6,219,786 B1. We have jurisdiction under 35 U.S.C. § 6(b).
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References relied on by the Examiner

Abraham US 5,983,270 Nov. 9, 1999
Cirasole US 5,987,606 Nov. 16, 1999
Engel US 5,124,984 Jun. 23, 1992
Shwed EP 658,837 A2 Jun. 21 1995

Steven W. Lodin & Christoph L. Schuba, Firewalls Fend off Invasions From
the Net, IEEE SPECTRUM, Feb. 1998, at 26-34.

Lincoln D. Stein, Web Security: A Step-By-Step Reference Guide 387
(Addison-Wesley 1998) (1960).

W. Richard Stevens, TCP/IP lllustrated: The Protocols 1-12, 29-30, 143-
150 (Addison-Wesley 1994).

The Rejections on Appeal

The Examiner rejected claims 15-18 under 35 U.S.C. § 112, second
paragraph, as being indefinite.

The Examiner rejected claims 1, 4-12, and 14-15 under 35 U.S.C.
8 102(e) as being anticipated by Abraham.

The Examiner rejected claims 1, 4, 9 and 15 under 35 U.S.C. § 102(e)
as being anticipated by Cirasole.

The Examiner rejected claims 1-9, and 11-18 under 35 U.S.C.
8 102(b) as being anticipated by Engel.

The Examiner rejected claim 10 under 35 U.S.C. § 103 as being
unpatentable over Engle and Shwed.

The Examiner rejected claims 2, 3 and 13 under 35 U.S.C. 8§ 103 as

being unpatentable over Abraham and Lodin.
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The Examiner rejected claims 2, 3 and 13 under 35 U.S.C. § 103 as

being unpatentable over Abraham and Stein.

B. Issues

Has the Examiner established unpatentability of claims 15-18 under
35 U.S.C. § 112, second paragraph, for indefiniteness?

Has the Examiner established unpatentability of claims 1, 4-12, and
14-15 under 35 U.S.C. 8 102(e), as anticipated by Abraham?

Has the Examiner established unpatentability of claims 1, 4, 9 and 15
under 35 U.S.C. § 102(e), as anticipated by Cirasole?

Has the Examiner established unpatentability of claims 1-9 and 11-18
under 35 U.S.C. § 102(b), as anticipated by Engel?

Has the Examiner established unpatentability of claim 10 under
35 U.S.C. § 103, for obviousness based on Engel and Shwed?

Has the Examiner established unpatentability of claims 2, 3, and 13
under 35 U.S.C. § 103, for obviousness based on Abraham and Lodin?

Has the Examiner established unpatentability of claims 2, 3 and 13
under 35 U.S.C. § 103, for obviousness based on Abraham and Stein?

C.  Summary of the Decision
No. The Examiner has not established the unpatentability of any

claims under any ground.
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D.  Findings of Fact (FF)

1. The invention is directed to a method and apparatus for
monitoring and controlling access by computer users to network resources.
(‘786 Patent, col. 1, lines 4-8.)

2. In the context of the invention, the management of an
organization may set a network access control policy for its employees for
two reasons: (1) maximizing employee productivity by ensuring that
Internet access is used primarily for business purposes, and (2) maximizing
the Internet-connection capability of the organization, particularly during
peak usage times. (‘786 Patent, col. 2, lines 9-15.) For example, the more
users are accessing the network, the more degraded the network accessing
capability becomes.

3. A traditional approach to providing access control is to apply
known firewall technology and focus on well-known data packet filtering
techniques, where no data packet is allowed to be forwarded without prior
filtering. (‘786 Patent, col. 2, lines 31-38.)

4, In modern networks, including the Internet, each node-to-node
transmission is divided into multiple data packets which are separately
transmitted to a destination node. At the destination node, the multiple
packets are assembled to form the original message. (‘786 Patent, col. 6,
lines 51-56.)

5. One sample data packet is illustrated in Figure 3 of the 786
Patent. (‘786 Patent, col. 6, lines 56-57.)
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6. There are protocols for network communications, usually in the
form of a layered set. (‘786 Patent, col. 7, lines 30-31.)

7. The International Standards Organization (ISO) has developed
a model communication protocol referred to as the 1SO 7-layer model.
Figure 4 of the ‘786 Patent illustrates the seven layers of the ISO model.
(‘786 Patent, col. 7, lines 31-38.)

8. In the 1SO, each layer represents a particular function. (‘786
Patent, col. 7, lines 34-35.)

9. The lower-most layer of the ISO, Layer 1, is the hardware
network connection, such as a physical wire. (‘786 Patent, col. 7, lines 39-
41.)

10. ISO Layer 2, Data Link Layer 52, is responsible for providing
reliable transmissions of data and it may be a network interface card that
links a computer to the network. (‘786 Patent, col. 7, lines 41-44.)

11. ISO Layer 3, the Network Layer 54, is the network software for
routing packets throughout the network. (‘786 Patent, col. 7, lines 45-46.)

12.  I1SO Layer 4, the Transport Layer 56, transports data from the
network to the upper levels of the ISO model. (786 Patent, col. 7, lines 46-
48.)

13. IS0 Layer 5, the Session Layer 58, deals with establishing
network sessions whereby logical connections are established based on a
user request. (‘786 Patent, col. 7, lines 49-51.)
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14. I1SO Layer 6, the Presentation Layer 60, deals with the
presentation of data to an application which resides at ISP Layer 7. (‘786
Patent, col. 7, lines 51-53.)

15.  ISO Layer 7, the Application Layer 62, provides access to the
internet for a user. (‘786 Patent, col. 7, line 55.)

16. Claims 1, 11, and 15 are the only independent claims on
appeal.

17.  Claims 1, 11 and 15 read as follows:

1. A method of providing access control to
resources of a network comprising steps of:

monitoring network traffic of data packets in
which each said data packet includes identifications of
source and destination nodes and includes contextual
information, including receiving said data packets
transmitted to and from nodes of said network such that
receptions of said data packets are non-intrusive with
respect to traffic flow of said network;

with respect to individual node-to-node
transmissions within said network, assembling pluralities
of said received data packets specific to said individual
node-to-node transmissions, thereby forming an
assembled multi-packet communication for each of said
node-to-node transmission, wherein said node-to-node
transmissions are each in a form of an original composite
signal separated into a plurality of said data packets for
full and final reassembly at a destination node identified
in said data packets of said node-to-node transmission;

based upon said assembled multi-packet
communications, identifying source nodes and
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destination nodes and contextual information for said
individual node-to-node transmissions; and

applying access rules to said assembled multi-
packet communications in determinations of whether said
individual node-to-node transmissions are restricted
transmissions, including basing said determinations on
said identifying said source and destination nodes and
said contextual information, wherein said steps of
monitoring, assembling, identifying and applying are
executed non-intrusively with respect to said restricted
transmissions and with respect to node-to-node
transmissions determined to be unrestricted transmissions
upon applying said access rules to said assembled multi-
packet communications of said unrestricted
transmissions, such that traffic flow of data packets from
said source nodes to said destination nodes is unaffected
by said steps.

11. A method of providing access control to
resources that are internal to and external of a network of
nodes, including computing devices of users of said
network, said method comprising steps of:

generating a rules base related to restricting access
to said resources by said nodes of said network, including
forming a first set of rules specific to access to external
resources and a second set of rules specific to access
internal resources;

monitoring transmissions that include one of said
computing devices;

acquiring information regarding each said
transmission, including determining information relating
to at least Layers 2, 3 and 7 of the ISO model, wherein



O© 00 N O Ol & WDN P

W W W WWWWMNDDNDNMNDNDDNDNNMNDNNMNMNMNMNNNRP P PRPRERPERPERPERPRERPRERPRE
OO Ol WNPFP OOWOooONOO UL WONPEFP OOOLONOD O PM~wWwDbNPE o

Appeal No. 2006-1084
Reexamination Control No. 90/006,334

said steps of monitoring and acquiring include receiving
and assembling data packets to form a multi-packet
communication for each said transmission, said acquiring
including using said multi-packet communications to
determine said information; and

applying said rules base to said acquired
information to detect transmissions in which access to
said resources is restricted by said rules base, including
initiating a predetermined action in response to detecting
that a specific transmission relates to an access that is
restricted.

15. A system for providing access control to resources
of a network comprising:

a plurality of nodes, including computing devices;

means for non-intrusively intercepting data packets
to and from said nodes such that said intercepting is
substantially transparent to continuous packet flow
within said network, said data packets being intact
packets consistent with a packet protocol for
transmissions within said network;

means for identifying said data packets of discrete
transmissions and assembling said data packets, said
means for identifying and assembling having an output of
an assembled multi-packet communication for each said
discrete transmission, said means for identifying and
assembling being non-intrusive with respect to said
continuous packet flow of said data packets within said
network;

means connected to said output for determining
sources and destinations of said discrete transmissions
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and determining user-generated contextual information
contained within said multi-packet communications;

a rule base store having a plurality of rules relating
to controlling access to said resources of said network;
and

means for controlling said access based upon
matching said rules to said sources, destinations and user-
generated contextual information from said means for
determining, said means for controlling being enabled to
apply rule actions to those said discrete transmissions for
which said matching indicates a restriction, said means
for controlling further being enabled to allow continuous
flow of packets of said discrete transmissions to remain
unhindered when said rules indicate an unrestricted
transmission on a basis of said multi-packet
communications.

18. The 786 Patent describes “non-intrusive” monitoring of data
packets in the network as one performed not at choke points in the network

(‘786 Patent, col. 6, lines 14-16) and one in which “there will be no impact

on performance of the network.” (‘786 Patent, col. 7, lines 17-20.)

19.  “Non-intrusive monitoring of network traffic,” as referred to in

the 786 Patent, occurs by both receiving and assembling data packets of

node-to-node transmissions. (‘786 Patent, col. 6, lines 49-51.)
20. In Stein, on page 405, it is stated:

If you have an extra router available, an attractive
alternative is to create a small screened subnetwork for
the sole use of the Web server (Figure 14.4). The router
separates the Web server from the rest of the internal
network; its rules allow the Web server to talk to the
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firewall gateway using port 80 but blocks the server from
talking to any other host in your organization or directly
to the outside world.

E.  Principles of law

Claims under reexamination are properly given their broadest
reasonable interpretation consistent with the patent disclosure. Inre
American Academy of Science Tech Center, 367 F.3d 1359, 1364, 70
USPQ2d 1827, 1830 (Fed. Cir. 2004). A claim is sufficiently definite under
35 U.S.C. 8112, 1 2, if a person skilled in the field of the invention would
reasonably understand it when it is read in the context of the specification.
Marley Mouldings Ltd. v. Mikron Industries, Inc., 417 F.3d 1356, 1359, 75
USPQ2d 1954, 1956 (Fed. Cir. 2005). To establish anticipation under 35

U.S.C. § 102, each and every element in a claim, arranged as is recited in the

claim, must be found in a single prior art reference. Karsten Mfg. Corp. v.
Cleveland Golf Co., 242 F.3d 1376, 1383, 58 USPQ2d 1286, 1291 (Fed. Cir.

2001). Anticipation can be found when a claim limitation is inherent or

otherwise implicit in the relevant reference. Standard Havens Products, Inc.
V. Gencor Industries, Inc., 953 F.2d 1360, 1369, 21 USPQ2d 1321, 1328
(Fed. Cir. 1991). But, for establishing inherent disclosure, that which is

missing in the express description must necessarily be present and would be
so recognized by one with ordinary skill in the art. Continental Can Co.
USA, Inc. v. Monsanto Co., 948 F.2d 1264, 1268, 20 USPQ2d 1746, 1749
(Fed. Cir. 1991). Inherency may not be established by probabilities or

possibilities, and the mere fact that a certain thing may result from a given

10
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set of circumstance is not sufficient. In re Oelrich, 666 F.2d 578, 581, 212
USPQ 323, 326 (CCPA 1981).

F.  Analysis
The Indefiniteness Rejection under 35 U.S.C. 8 112.

In support of the indefiniteness rejection of claims 15-18, the

Examiner explained that in the context of independent claim 15, on which all
of claims 16-18 depend, it is internally inconsistent to have continuous data
packet flow and absence of impact on network performance on the one hand
and interception of the same data packets on the other. The Examiner’s
position is that if the data packets are “intercepted” as is recited in claim 15,
then it simply cannot be true that the flow of data packet is continuous or
that there is no impact on network performance. The concern is misplaced.
According to Merriam-Webster’s Collegiate Dictionary, 609 (10" ed. 1999),

“intercept” in the context of signal communication can have the meaning of
“to receive (a communication or signal directed elsewhere) usu. secretly.”
Given that a communication can be intercepted in secret, the meaning of
“intercept” is sufficiently broad to cover the case of non-intrusive reception
where the flow of data packets are non-interrupted. Therefore, the broadest
reasonable interpretation of the term “intercept” does not require interruption
of packet flow or a negative impact on network performance. “Intercept” in
the context of the invention is like engaging in eavesdropping rather than
seizure of a physical object.

Further in support of the indefiniteness rejection of claims 15-18, the

Examiner explained that in the context of claim 15, on which all claims 16-

11
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18 depend, it is internally inconsistent to recite “intact” data packets and also
an output of an assembled multi-packet communication for each discrete
transmission. Evidently, the Examiner is of the view that if the data packets
are intact, meaning whole, nothing has to be assembled. The position is
misplaced. Although each data packet as recited is “intact,” meaning whole,
and need not be assembled, an entire communication is made up of multiple
data packets and need to be assembled. That comes from a plain reading of
the claim language. There is no internal inconsistency in that regard.

For the foregoing reasons, one with ordinary skill in the art would not
see any internal inconsistency as is articulated by the Examiner.

The Anticipation Rejection of
Claims 1, 4-12 and 14-15 over Abraham

Independent claim 1 requires a step of monitoring network traffic of
data packets including receiving the data packets such that the reception is
“non-intrusive” with respect to traffic flow of the network. Claim 1 also
requires assembling the received data packets to form an assembled multi-
packet communication, identifying the source and destination nodes and
contextual information based on the assembled multi-packet communication,
and applying access rules to the multi-packet communication, all non-
intrusively such that traffic flow of data packets is unaffected by the steps.
Claims 4-10 depend directly or indirectly from claim 1 and thus include all
the features of claim 1.

Independent claim 15 is an apparatus claim including a number of

means-plus-function clause recitations under 35 U.S.C. 8 112, sixth

12
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paragraph. There is a means for “non-intrusively” intercepting data packets
to and from a plurality of nodes in a network such that the interception is
substantially transparent to continuous packet flow within the network.
There is a means for identifying the data packets in a discrete transmission
and for assembling the data packets, which is “non-intrusive” with respect to
continuous packet flow of data packets within the network. There is also a
means for controlling access to the resources of the network based on
matching access rules to sources of transmissions, which allows continuous
flow of data packets in the discrete transmission to remain unhindered when
the rules indicate an unrestricted transmission.

As is explained in the ‘786 Patent, non-intrusive monitoring is done at
nodes other than choke points in the network and has no impact on the
performance of the network (See FF. 18 and 19). In the context of the 786
Patent, “non-intrusive” action with regard to reception or interception of data
packets, and identifying and assembling of data packets means without
interruption of the original flow of the data packets in the network, very
much as is recited in claims 1 and 15.

For a proper anticipation rejection of claims 1, 4-10 and 15, Abraham
must disclose non-intrusive reception or interception of data packets, and
non-intrusive identifying and assembling of a multiple data packet
communication forming a discrete transmission. For claims 1 and 4-10,
Abraham must also disclose non-intrusive application of access rules to the
assembled multi-packet communication and discrete transmission. For

claim 15, Abraham must disclose controlling of access by matching access

13
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rule to the assembled discrete multi-packet transmission where the data flow
is unhindered if the result of rule application indicates unrestricted access.
Thus, for claim 15 the controlling of access is also non-intrusive in case the
access is determined to be unrestricted.

More importantly, the step of applying access rules of claim 1 is
applied to an assembled multi-packet communication, rather than any data
packet individually, and the function of access control of claim 15 is based
on matching access rules to information gleaned from the assembled multi-
packet communication and discrete transmission.

Similarly, independent claim 11 requires a monitoring and an
acquiring step which together include receiving and assembling data packets
to form an “assembled multi-packet communication” for each transmission,
and applying access rules to information determined from the “assembled
multi-packet communication,” specifically information relating to at least
Layers 2, 3 and 7 of the ISO model. Claim 11, unlike claims 1 and 15
however, does not require its monitoring, acquiring, receiving, assembling,
and applying steps to be non-intrusive. Claim 12, which depends from claim
11, recites that the monitoring and the acquiring steps, which together
include the receiving and assembling steps, are executed non-intrusively.
Claim 13 depends from claim 12 and claim 14 depends from claim 11.

With respect to Abraham as anticipatory prior art, the Examiner has
not established that it discloses the assembling feature required by claims 1,
11 and 15, and the subsequent application of access rules to the assembled

multi-packet communication (claims 1 and 11) or the subsequent controlling

14
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of access based on matching access rules to information determined from the
assembled multi-packet communication (claim 15), much less the non-
intrusive manner of assembling a multi-packet communication and
subsequent non-intrusive applying of rules to the assembled multi-packet
communication as are recited in claims 1 and 15.

For a number of claim features including the assembling of multi-
packet communication, the Examiner collectively cites to the following
portions of Abraham: Figs. 2, 3A, 9A-9D, col. 5, lines 25-30, col. 6, lines
47-54, et seq., and col. 7, lines 15-25, et seq., and col. 11, lines 13, et seq.
For the feature of applying access rules of claim 1, the Examiner cites to
these portions of Abraham: Abstract, Figs. 2, 3A [elements 50, 62, 72, 76,
78], 4 [element 50], 5, 7A-7C, 8E, 9A-12, 15A-118, col. 2, lines 13-35, et
seq., col. 5, lines 54-59, et seq., col. 6, lines 25-36, et seq., col. 7, lines 38-
65, et seq., col. 8, lines 13-25, et seq., col. 9, lines 55, et seq., and col. 11,
line 1, et seq. For the feature of applying access rules of claim 11 and
controlling access based on matching rules of claim 15, the Examiner cites
to these portions of Abraham: Figs. 14-15B, 16, 21, 24, 25A-B, col. 6, lines
25-35, et seq. and lines 63-67, et seq., col. 7-8, col. 9, lines 43-67, et seq.,
col. 10, lines 13-25, and col. 11-12. We have reviewed all of the cited
portions referenced by the Examiner. However, not in any instance do we
find disclosure of the assembling of received or intercepted data packets into
a multi-packet communication for purposes of application of any access rule
or the application of access rule to an assembled multi-packet

communication (claim 1) or information content acquired from the

15
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assembled multi-packet communication (claims 11 and 15) to determine
access. As is indicated by the Patent Owner, the portions cited by the
Examiner reflect an application of access rules to each individual data
packet, not an assembled multi-packet communication or information
content acquired from an assembled multi-packet communication. In that
connection, note Abraham, col. 46, lines 44-49:

Once the IP packet has been filtered, and the

appropriate action for the IP packet taken by the filter

engine 78, the logic returns to decision block 682 and

awaits interception of another IP packet. Blocks 682

through 706 are then repeated for each IP packet

intercepted by the filter engine 78.

Additionally, with respect to claims 1 and 15, the Examiner has not
shown that Abraham discloses the non-intrusive features required by the
claimed invention. In that connection, the Examiner cites to Abraham in col.
13, lines 20-23, which portion states: “If the system administrator selects
the Allow Network Protocols check box in the corporate default window
102, IP packets communicated using a predefined list of network protocols
are allowed to pass through the filter engine 78 unconditionally.” That
description is consistent with either non-intrusive monitoring, identifying
and access control, or intrusive monitoring, identifying and access control.
The fact that a data packet of a certain type is allowed to pass through the
filter engine 78 unconditionally does not necessarily mean that reception of
the data packet, identification of the same, and determination of that data
packet as within a group authorized to pass through the filter

unconditionally, all took place without disruption of data flow.

16
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Stevens is relied on by the Examiner to show the details of
conventional TCP/IP (Transmission Control Protocol/Internet protocol) and
does not make up for the deficiencies of the Abraham as discussed above.

The Anticipation Rejection of
Claims 1, 4, 9 and 15 over Cirasole

As in the case of the rejection of claims for anticipation over
Abraham, with regard to the rejection of claims 1, 4, 9 and 15 as anticipated
by Cirasole, the Examiner has failed to establish that Cirasole discloses (1)
assembling of data packets to form a multi-packet communication to which
is applied the access rules or to the acquired information content of which is
applied the access rules, and (2) the “non-intrusive” aspect of the receiving
or intercepting, identifying, assembling, and applying or matching functions
which have been claimed in independent claims 1 and 15. The Examiner
cites to Cirasole, col. 5, lines 20-23 as disclosing the applying of access
rules, but nowhere explains how or why the access rules would be applied to
an assembled multi-packet communication as is required by the rejected
claims. The portion cited does not reveal that any access rule is applied to
an assembled multi-packet communication. Rather, it appears that access
rules are applied on a packet by packet basis. Col. 5, lines 15-23 of Cirasole
are reproduced below:

The ISP server 100 then monitors all data packets
to determine which will be forwarded to users on this
table. If a packet is being sent to such a user, the ISP
server 100 screens the packet based on the specific
filtering scheme and filtering elements. For certain
schemes or elements, multiple data packets may have to

17
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be buffered. If the data packet or packets trigger the

filtering scheme, such as by containing specific words or

phrases, the transmission to the user may be terminated.

As for the “non-intrusive” feature, the Examiner appears to take the
position that so long as unrestricted communication somehow winds its way
to the intended destination node at some time, after all the receiving,
assembling, identifying, and applying functions have been carried out, all
that which have taken place can be regarded as non-intrusive. That
Interpretation is far from being consistent with the ‘786 Patent. As is
explained in the 786 Patent, non-intrusive monitoring is done at nodes other
than choke points in the network and has no impact on the performance of
the network (See FF. 18 and 19). Claim 1 further buttresses the “non-
intrusive” requirement by particularly specifying that the monitoring,
assembling, identifying, and applying steps are performed “such that traffic
flow of data packets from said source nodes to said destination nodes is
unaffected by said steps.” Claim 15 further buttresses the “non-intrusive”
requirement by particularly specifying that the identifying and assembling
are non-intrusive “with respect to said continuous packet flow of said data
packets within said network,” and that the access control is enabled “to
allow continuous flow of packets of said discrete transmissions to remain
unhindered when said rules indicate an unrestricted transmission on the basis
of said multi-packet communications.” The Examiner evidently has not
analyzed the impact on data packet flow with respect to the access control
disclosed in Cirasole. Moreover, the above-quoted portion of Cirasole cited

by the Examiner suggests data packet flow is indeed affected by the filtering

18
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process, as a data packet is not forwarded to the destination node unless and
until it has first been screened by the filtering scheme.

Stevens is relied on by the Examiner to show the details of
conventional TCP/IP (Transmission Control Protocol/Internet protocol) and
does not make up for the deficiencies of the Abraham as discussed above.

The Anticipation Rejection of
Claims 1-9 and 11-18 over Engel

As is in the case of the anticipation rejections over Abraham and
Cirasole, in the case of the alleged anticipation by Engel, the Examiner has
failed to establish that Engel discloses assembling of data packets to form a
multi-packet communication to which is then applied the access rules (claim
1) for controlling access or the information content of which is used for
applying an access rule (claims 11 and 15). According to the Examiner, the
sending of a discrete transmission or communication in multiple data
packets and the subsequent collection and assembly of the separate packets
to reform the original transmitted message is conventional in the art. It is,
and the Patent Owner agrees with that assessment. But it cannot be taken
out of context. For receiving the entire transmission at the destination node,
it is conventional and common place to reassemble the separately
transmitted data packets into the original multi-packet communication.
That, however, is not what the claim feature in dispute is about. The
invention claimed is about controlling network access by applying an access
rule to an assembled multi-packet communication (claim 1) or information

content acquired from an assembled multi-packet communication (claims 11
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and 15). The Examiner has not shown where in Engel is there a disclosure
of assembling data packets to form a multi-packet communication to which
Is applied an access rule or to the acquired information which is applied an
access rule. Moreover, it appears from col. 6, lines 46-55 of Engel,
reproduced below, that the monitoring and application of an access rule is on
a packet by packet basis:

The method of determining whether to terminate the
transmission can be based on any of the data bits inside the

packet 20. For example, the access controller 16a can make its

decision based upon the contents of the source field 20a,

destination field 20b, or protocol type field 20c, as well as

network addresses or transport and higher layer service requests

contained in the data field 20d. Stated another way, any logical

test can be used to evaluate any of the bits in the packet 20 to

determine its eligibility for transmission.

Figures 1-3 of Engel, cited by the Examiner, also do not illustrate any
application of an access rule to an assembled multi-packet communication.
Rather, Figure 1 illustrates the internal fields of a data packet and Figures 2
and 3 illustrate the detection and decision making with respect to each
individual data packet.

On page 31 of the Answer, the Examiner states: “Since modern
networks routinely perform packet segmentation and assembly, and the very
packets and protocol disclosed by appellant are used in the invention of
‘Engel ‘984, it is therefore inherent that Engel “984 makes use of this well
known packetization and assembly of data transmission units.” The
conclusion of inherency is both misapplied and without merit. First, the

context is misplaced. The Examiner has misapplied what is commonly done
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at a destination node to reconstruct a multi-packet communication to the
different environment of intercepting data packets intended for elsewhere to
determine network access. Secondly, the Examiner has articulated no basis
why, for purposes of monitoring network access, an access rule must
necessarily be applied to an entire multi-packet communication and not
individual data packets on a packet by packet basis.

The Obviousness Rejection of
Claim 10 over Engel and Shwed

Claim 10 depends from claim 1 and adds the step of “executing first-
line network intrusion detection at an entry point of said network, such that
transmissions from nodes that are external to said network are subject to
first-line network intrusion restriction rules, said first-line network intrusion
detection being independent of said step of applying said access rules.”
Shwed is relied on by the Examiner to show a first-line network intrusion
detection that is independent of the step of applying the access rules, and
does not make up for the deficiencies of Engel as already discussed above
with regard to the anticipation rejection of claim 1 over Engel.

The Obviousness Rejections of Claims 2, 3 and 13
over Abraham and Lodin and
over Abraham and Stein

Claim 2 depends from independent claim 1, and claim 3 depends from
claim 2. Claim 13 depends from claim 12 which depends from independent
claim 11. Independent claims 1 and 11 had already been rejected by the
Examiner as anticipated by Abraham. References Lodin and Stein are each

relied on to meet the additional features of the dependent claims, and do not
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make up for the deficiencies discussed above regarding the application of
Abraham to independent claims 1 and 11. On that basis alone, the
obviousness rejection of claims 2, 3 and 13 cannot be sustained. In any
event, however, as will be explained below, neither Lodin nor Stein
discloses what the Examiner has relied on those references to show.

Claim 2 requires that the receiving and assembling steps be executed
at a network element outside of the direct path from source nodes to
destination nodes, and claim 13 requires the monitoring and information
acquiring steps to include receiving and assembling data packets at a node
outside of the direct path of the intended transmissions. On page 36 of the
Answer, the Examiner states: “Lodin was provided to teach typical LAN
and network configuration that provides a means of monitoring and
controlling network transmission that is not within a direct line with a
workstation/computer.” Also on page 36 of the Answer, the Examiner
states:

Figure 4 of Lodin, shows a more detailed view of
how firewall, host, servers, administrators etc. may be
located such that they are not in the direct line of
transmission. The screened subnet places the
transmission outside of the direct path of the
firewall/bastion and only allowed selected data to pass
(Lodin fig. 4). Thereby, allowing for the transmission of
the network to be monitored and routed without passing
directly through a firewall.

All above-quoted statements are incorrect insofar as they suggest that in
Lodin access control of a transmission is not implemented within the direct

line of communication between the source node and the destination node of
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an intended transmission. The “screened subnet” referred to by the
Examiner in Figure 4 is a packet-filtering firewall that prevents direct
communication between a protected network from an external network.
Lodin, page 29, col. 2, lines 19-21 and Figure 4 (bottom). As is shown in
Figure 4 (bottom), one router channels communication between devices
inside the protected network to two bastion hosts, and another router
channels communication between the external untrusted network and the
two bastion hosts. A firewall represented by the two routers and the two
bastion hosts exists in the direct line of communication between devices in
the internal network and devices in the external network.

Regarding Stein, the Examiner states (Answer on pages 36-37):

As per Stein, it shows a basic and fundamental

configuration for a screened subnet (fig. 14.4) and

implementation of one where the proxy provides

transmission routing that is not in the direct path of the

source to destination. This well known method provides

for routing to occur that provides a limited and controlled

access to the server, see page 406.
The above-quoted statement is incorrect insofar as it is attempting to read
the additional features of claims 2 and 13 onto Stein. As is described on
page 405 of Stein and illustrated in Stein’s Figure 14.4, the screened subnet
Is for the exclusive use of the web server and is in the direct path of access
by anyone to the web server. (FF. 20). If the Examiner is referring to
transmissions between devices on the external network and devices in the
internal network, the screened subnet is not in the direct path of

communication but it also plays no role in regulating such communications.
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According to claims 2 and 13, the monitoring, receiving, assembling, and
information acquiring steps must take place outside of the direct path of
communication for the data packets in those communications. The

Examiner has failed to demonstrate that that is the case in Stein.

CONCLUSION

The indefiniteness rejection of claims 15-18 under 35 U.S.C. § 112,
second paragraph, is reversed.

The rejection of claims 1, 4-12, and 14-15 as anticipated by Abraham
under 35 U.S.C. § 102(e) is reversed.

The rejection of claims 1, 4, 9 and 15 as anticipated by Cirasole under
35 U.S.C. § 102(e) is reversed.

The rejection of claims 1-9 and 11-18 as anticipated by Engel under
35 U.S.C. § 102(b) is reversed.

The rejection of claim 10 as unpatentable over Engel under 35 U.S.C.
§ 103 is reversed.

The rejection of claims 2, 3, and 13 as unpatentable over Abraham
and Lodin under 35 U.S.C. 8 103 is reversed.

The rejection of claims 2, 3, and 13 as unpatentable over Abraham
and Stein under 35 U.S.C. § 103 is reversed.
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