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ON BRIEF

Before THOMAS, HAIRSTON, and BLANKENSHIP, Administrative Patent Judges.

BLANKENSHIP, Administrative Patent Judge.

DECISION ON APPEAL

This is a decision on appeal under 35 U.S.C. § 134 from the examiner’s final
rejection of claims 1-29, which are all the claims in the application.

We affirm.
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BACKGROUND

The invention relates to a method of defining security conditions of a computer
system. Representative claim 1 is reproduced below.

1. A method of defining the security condition of a computer system,
comprising:

generating a human-readable and machine-readable vulnerability
description language (VDL) file specifying:

an identity of an attack;
at least one attribute of the specified attack;

at least one policy definition with respect to the specified attack;
and

at least one attribute of the specified policy definition.
The examiner relies on the following references:

Vaidya US 6,279,113 B1 Aug. 21, 2001
(filed Jun. 4, 1998)

Chefalas et al. (Chefalas) US 2002/0116639 A1 Aug. 22, 2002
(filed Feb. 21, 2001)

Claims 1 and 3-29 stand rejected under 35 U.S.C. § 102 as being anticipated by
Chefalas.

Claim 2 stands rejected under 35 U.S.C. § 103 as being unpatentable over
Chefalas and Vaidya.

We refer to the Final Rejection (mailed Aug. 31, 2005) and the Examiner’s
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Answer (mailed Jun. 8, 2006)" for a statement of the examiner’s position and to the
Brief (filed Dec. 27, 2005) and the Reply Brief (filed Mar. 10, 2006) for appellants’

position with respect to the claims which stand rejected.

OPINION

In accordance with appellants’ arguments in the Brief, we will decide the appeal
on the basis of the Chefalas reference as applied against the independent claims 1, 12,
and 17. See 37 CFR § 41.37(c)(1)(vii).

Chefalas describes a method and system for defining the security condition of a
computer system. Information regarding virus attacks and actions includes data
packets passing from clients to servers and from servers to clients (Figs. 4A, 4B; ||| 44-
45) and security policies (Figs. 5A and 5B; §] 46). The examiner finds that Chefalas
describes generating a vulnerability description language (VDL ) file within the
requirements of instant claim 1.

Appellants submit that the files depicted in the drawings are not “human-readable
and machine-readable” as recited in the claims. However, the data is clearly machine-
readable, as the computers are responsive to the information in the files (e.g., I 28).
We have considered appellants’ arguments to the contrary, but in our estimation the

reference also supports the examiner’s finding that the files are “human-readable.” The

! The examiner mailed this corrected version of the Answer after appellants’ filing of the briefs.
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information depicted in Figures 4A through 5B is presented as English text (e.g., text in
payload 404 of Fig. 4A,; policy represented in Fig. 5A). Further, the information may be
collected and presented to a human viewer (e.g., { 30), which indicates that the files are
stored in human-readable form. Moreover, the various policies with respect to particular
viruses are not machine-generated, but human-generated. One can reasonably
assume that the policies are not converted to some form that is readable only by a
machine, at least for the reason that human-readable files would facilitate updating of
the policies provided by remote administrator 138 (Fig. 1), which may reside in a
relational database (] 48).

Appellants also allege that even if the reference may be considered to describe a
file both human and machine-readable, the information shown does not meet the
language specifying the contents of the file as recited in claims 1 and 12. However,
appellants in the Brief consider only the policies shown in Figures 5A and 5B of
Chefalas, rather than all the data that the examiner finds to comprise the VDL file as
claimed. Further, in response to the examiner’s additional findings in the Answer,
appellants return to the argument that the data is not “human-readable and machine-
readable.” Appellants thus do not persuade us of error in the rejection of claims 1 and
12.

Moreover, we observe that claim 1 and claim 12 are drawn to respective
methods of generating a file. Appellants’ arguments regarding the content of the files
are not persuasive because the content of the files is in the form of what has come to be

-4-
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known as nonfunctional descriptive material. Appellants are not claiming any type of
computer program (which may be considered as functional descriptive material) or any
type of machine response to the material contained in the files. The claims are drawn to
the generation of mere arrangements of data, which are not, incidentally, limited to be
on any particular physical medium (e.g., computer-readable media). In short, appellants
are claiming “a process that differs from the prior art only with respect to nonfunctional
descriptive material that cannot alter how the process steps are to be performed to
achieve the utility of the invention.” Manual of Patent Examining Procedure (MPEP) §
2106, page 2100-22 (8th Ed., Rev. 3, Aug. 2005).

We find that claim 1, for example, is anticipated by a description of generating a
file having four items of information, for which Chefalas suffices. The content of the
nonfunctional descriptive material carries no weight in the analysis of patentability over
the prior art. Cf. In re Lowry, 32 F.3d 1579, 1583, 32 USPQ2d 1031, 1034 (Fed. Cir.
1994) (“Lowry does not claim merely the information content of a memory. . .. [N]or
does he seek to patent the content of information resident in a database.”).

Instant claim 17 is drawn to a system comprising a VDL file containing two items,
an interpreter to parse and organize the items, and a data storage to store the parsed
and organized items that is accessible by at least one security application.

The examiner finds that the elements and the claimed details are found in

Chefalas, with particular emphasis on paragraph 48 of the reference, disclosing that the
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tables illustrating policies (Figs. 5A and 5B) may be implemented in a relational
database.

Appellants describe an interpreter 202 (Fig. 3) that reads VDL file 200, parses
the descriptions, and organizes them into tables in a configuration database 204.
(Spec. at 8-9.) With respect to the database described by Chefalas, information
generated by human beings may be entered into a relational database by a machine
reading a file prepared by a human being, or by a human being entering data at a
terminal. Instant claim 17 is sufficiently broad to read on either method; e.g., a human
being reading a file and entering the information into a data terminal, with the database
program parsing the information and organizing the information pursuant to the
predetermined format of the database design. The artisan would appreciate that
Chefalas describes a system within the scope of claim 17, even without the reference
expressing the details of how information gets from human beings into a relational
database. “A reference anticipates a claim if it discloses the claimed invention ‘such

that a skilled artisan could take its teachings in combination with his own knowledge of

the particular art and be in possession of the invention.”” In re Graves, 69 F.3d 1147,

1152, 36 USPQ2d 1697, 1701 (Fed. Cir. 1995) (quoting In re LeGrice, 301 F.2d 929,
936, 133 USPQ 365, 372 (CCPA 1962)).

We have considered all of appellants’ arguments in response to the rejection of
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claim 17, but in our view the reference supports the examiner’s finding of anticipation.?

We thus sustain the examiner’s rejections.

CONCLUSION

The rejection of claims 1 and 3-29 under 35 U.S.C. § 102 and the rejection of

claim 2 under 35 U.S.C. § 103 are affirmed.

2 Moreover, claim 17 is drawn to, at best, a file containing nonfunctional descriptive material and
“a computer that differs from the prior art solely with respect to nonfunctional descriptive material that
cannot alter how the machine functions (i.e., the descriptive material does not reconfigure the computer). .
.. MPEP § 2106, p. 2100-22.
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No time period for taking any subsequent action in connection with this appeal

may be extended under 37 CFR § 1.136(a). See 37 CFR § 1.136(a)(1)(iv).

AFFIRMED

JAMES D. THOMAS
Administrative Patent Judge

BOARD OF PATENT

KENNETH W. HAIRSTON APPEALS
Administrative Patent Judge AND
INTERFERENCES

HOWARD B. BLANKENSHIP
Administrative Patent Judge
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HEWLETT-PACKARD COMPANY
Intellectual Property Administration
P.O. Box 272400

Fort Collins, CO 80527-2400




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


