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Technology Center 2100
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Before LANCE LEONARD BARRY, JAY P. LUCAS, and STEPHEN C.
SIU, Administrative Patent Judges.

SIU, Administrative Patent Judge.

DECISION ON APPEAL
I. STATEMENT OF THE CASE
Appellant appeals under 35 U.S.C. § 134(a) from the Examiner’s
Final Rejection of claims 1-8, 10-19, 21, 22, 34-41, 43, and 44. We have
jurisdiction under 35 U.S.C. § 6(b). We reverse.
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A. INVENTION

The invention at issue involves processing cryptography information
(Spec. 2). Typically, a device driver receives data packets associated with
security association (SA) information that contains corresponding
cryptographic information (id.). The SA information for the data packets is
contained in a single table (id. 3). The device driver linearly searches the
table for the SA information corresponding to a received packet. However,
such searches can be inefficient (id.).

Appellant invented a method for processing cryptography information
in which SA information is stored in separate tables (i.e., transmit and
receive tables) based on whether the data packet is an ingress packet or an
egress packet (/d. 10). By splitting the SA table into separate transmit and

receive tables, the efficiency of searches may be improved (id. 11).

B. ILLUSTRATIVE CLAIMS

Claim 1, which further illustrates the invention, follows:

1. A method comprising:

receiving at a device driver a network packet having a corresponding
security association (SA);

determining if the packet is an ingress packet or an egress packet;
determining for the packet a key value corresponding to the SA;

if the packet is an ingress packet, hashing the key value to determine a
location of an entry in an ingress lookup table, and if the packet is an egress
packet, hashing the key value to determine a location of an entry in an egress
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lookup table, the entry in the ingress lookup table and the entry in the egress
lookup table containing information corresponding to the SA, the ingress
lookup table being a separate lookup table from the egress lookup table;

retrieving from the entry an index to a location of the SA in memory;
and

retrieving the SA from memory based on the index.

C. REJECTIONS
Claims 1-8, 10-19, 21, 22, 34-41, 43, and 44 stand rejected under

35 U.S.C. § 103(a) as being unpatentable over U.S. Patent No. 6,505,192
(“Godwin™), U.S. Patent No. 6,763,394 (“Tuck”), and R. Apparna & B.
PremKumar, Monitoring Ethernet Network Activity with NDIS Drivers,
California Software Laboratories White Papers, 1-2 (1999) (“Apparna”).
Claims 9, 20, 31, and 42 have been cancelled. Claims 23-30, 32, and 33

have been withdrawn.

II. ISSUES AND ANALYSIS
Appellant disputes the Examiner’s conclusion of obviousness of
independent claims 1, 12, and 34 and argues that “the Godwin reference and
the Tuck reference, whether alone or in any possible combination, fail to
disclose or suggest determining whether a packet received at a device driver

is an ingress or egress packet, as recited in the claimed invention” (Reply Br.

2).
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The Examiner finds that although “Godwin fails to disclose
determining if the packet is an ingress packet or an egress packet and the
two lookup tables being separate,” “Tuck teaches such limitations (see
column 2 lines 29-37, column 5 lines 28-38 and claim 19)” (Ans. 6).

Based on the record before us, we do not find that Tuck discloses
“determining if the packet is an ingress packet or an egress packet” as the
Examiner asserts (Ans 6). Rather, Tuck discloses receiving data packets at
an ingress port of a network packet router and determining if the data packet
is to be passed to an egress port or dropped (col. 2, 11. 28-37 and 52-62).
Tuck appears to disclose a network router having an ingress port and an
egress port. However, the Examiner has not shown that Tuck discloses that
the data packets received at the ingress port are determined to be ingress or
egress packets and determining a location of an index to a location of
security association in memory in one of an ingress lookup table or an egress
lookup table based on whether the packet is an ingress or an egress packet as
recited in claims 1, 12, and 34.

Therefore, we reverse the rejection of independent claims 1, 12, and
34 and of claims 2-8, 10, 11, 13-19, 21, 22, 35-41, 43, and 44, which depend

therefrom.
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III. ORDER
In summary, the rejection of claims 1-8, 10-19, 21, 22, 34-41, 43, and
44 under § 103(a) is reversed.

REVERSED

rwk

BLAKELY SOKOLOFF TAYLOR & ZAFMAN
1279 OAKMEAD PARKWAY
SUNNYVALE, CA 94085-4040
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